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First release .
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Addding API
Rev. 1.1.0 Start Application command WinAVR 20070122 19/Apr/2007
Boot Loader Version: 04
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2. Features

* CAN Protocol
— CAN used as Physical Layer
— 7 Re-programmable ISP CAN identifiers
— Auto-bitrate

* In-System Programming
— Read/Write Flash and EEPROM memories
— Read Device ID
— Full chip Erase
— Read/Write configuration bytes
— Security setting from ISP command
— Remote application start command
* In-Application Programming
— Up to 255 nodes
— 16 Re-locatable Reseved Identifiers

* Application Programming Interface
— Write Flash API (application section)

3. Description

This document describes the “GCC” CAN AT90CAN128/64/32 boot loader function-
ality as well as its protocol to efficiently perform operations on the on chip Flash &
EEPROM memories.

This boot loader implements the “In-System Programming” (ISP). The ISP allows the
user to program or re-program the microcontroller on-chip Flash & EEPROM memo-
ries without removing the device from the system and without the need of a pre-
programmed application.

The CAN boot loader can manage a communication with an host through the CAN
network. It can also access and perform requested operations on the on-chip Flash &
EEPROM memories.

In-application programming feature is available to manage up to 255 CAN nodes.

A special entry (Flash API) is available for users.
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4. Boot Loader Environment

The “GCC” CAN AT90CAN128/64/32 boot loader is loaded in the “Boot Loader Flash Section”
of the on-chip Flash memory. The boot loader size is less than 8K bytes, so the physical “Boot
Loader Flash Section” only is full. The application program size must be lower or equal the
“Application Flash Section” plus 8K bytes (c.f. Table 4-1 "Device Memory Mapping (byte address-
ing)” on page 2).

Table 4-1. Device Memory Mapping (byte addressing)
Memory AT90CAN128 AT90CAN64 AT90CAN32
FLASH Size 128 K bytes 64 K bytes 32 K bytes
Add. Range 0x00000 - Ox1FFFF | 0x00000 - OXOFFFF | 0x00000 - Ox07FFF
“Application Flash Size 120 K bytes 56 K bytes 24 K bytes
Section” Add. Range 0x00000 - Ox1DFFF | 0x00000 - OXDFFF | 0x00000 - OxO5FFF
“Boot Loader Flash Size 8 K bytes
Section” Add. Range 0x1E000 - Ox1FFFF | OXOEO000 - OXOFFFF | 0x06000 - Ox07FFF
Small (1) Boot 0x1FC00 0x0FC00 0x07C00
“Boot Loader Second Boot 0x1F800 0x0F800 0x07800
Reset Addresses” (" Third Boot 0x1F000 0XOF000 0x07000
Large (4'") Boot @ 0x1E000 0X0E000 0x06000
Size 4 K bytes 2 K bytes 1 K bytes
EEPROM
Add. Range 0x0000 - OXOFFF 0x0000 - 0x07FF 0x0000 - 0X03FF
Note: 1. The “Boot Loader Reset Address” depends on the fuse bits “BOOTSZ".

Refer to the datasheet for more details on Flash memories (Flash, EEPROM, ...) behaviors.
2. “GCC CAN Boot Loader Reset” Address.

4.1 Device Fuse Setting

Please, refer to the device Data Sheet for further explanation.

Figure 4-1. Device Fuses Setting - Part 1

JTAGICE mkIT =]

Program  Fuses 1 LDckBitsl Advamced] Board ] Auto ]

¥ Browr-out detection disabled; [EODLEYEL=111] A
™ Brown-out detection level at VCC=4.1 v [BODLEVEL=110]

[ Brown-out detection level at VCC=4.0; [BODLEWEL=101]

7] Brown-out detection level at VCC=3.9%; [BODLEVEL=100]

™ Brown-out detection level at VCC=3.8; [BODLEVEL=011]

™ Brown-out detection level at VCC=2.7 Y [BODLEYEL=010]

7 Brown-out detection level at VCC=2 6 [BODLEVEL=001]

[ Brown-out detection level at WCC=2.5; [EODLEVEL=000]

™1 Reserved for factary tests; [TAOSEL=0]

™ On-Chip Debug Enabled; [OCDEN=0]

[¥ JTAG Interface: E nabled: [JTAGEN=0]

¥ Setial program downloading [SPI) enabled: [SPIEM=0]

™ Watchdog timer always on; f/DTON=0]

™ Preserve EEPROM memory thiough the Chip Erase cycle; [EESAVE=0]
™ Boot Flash section size=512 words Boot start address=$FE00; [BOOTS,
<|_ Boot Flash section size=1024 words Boot start address=8FC00: lEDEI)T! ¥

User setting

Always off ——s»

W Autoerity Frogram “erify Fead
W Smart Wamings

Setling device parameters.. OK!
Entering programming mode., OF]
Reading fuses .. 0+FF, 0x98, OxFF .. OKI
Leaving programming mode.. OK!
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Figure 4-2.

Device Fuses Setting - Part 2

JTAGICE mkIT =]

Always off ——m

Always ON =

Always off ——m

Possible options

Unvailable options

Program  Fuses 1 LDckBitsl Advamced] Board ] Auto ]

| [ Wwatchdog timer always on: WD TON=0] A
™ Preserve EEPROM memory thiough the Chip Erase cyele: [EESAVE =0]
[T Baot Flash section size=512 words Boot start address=$FEQD; [BODTS:
"] Boot Flash section size=1024 words Boot start address=$FC00; [BOOT!
[T Boot Flash section size=2048 words Boot start address=$4F200; [ROOT
¥ Boot Flash section size=4096 words Boot start addrese=$F000; [BOOTS
¥ Boot Reset vector Enabled [default address=%0000); [BOOTRST=0]

> | [ Divide clock by 8 internally; [CKDME=0]

™ Clock output on PORTET; [CKOUT=0]

™ Est. Clock: Startup time: 6 CK + 0 ms; [CKSEL=0000 SUT=00]

T Ext Clock; Startup time: 6 CK + 4.1 ms; [CKSEL=0000 SUT=01]

7 Est. Clock; Startbup time: 6 CK + 65 ms: [CKSEL=0000 SUT=10]

[T Int. RC Osc.; Start-up time: 6 CK + 0 ms; [CKSEL=0010 SUT=00]

7 Int. RC Ogc.; Start-up time: B CK + 4.1 ms; [CKSEL=0010 SUT=01]

™ Int. RC Qg Start-up time: 6 CK + B5 ms; [CKSEL=0010 SUT=10]

<|_ Ext. Low-Frea. Crustal: Startuo time: 32K CK + 0 ms: Int. Can [EKSE)L: ¥

W Auto Verify

Program
¥ Smart Wwarnings

“Werify Read

Setling device parameters.. OK!
Entering programming mode., OF]
Reading fuses .. 0+FF, 0x98, OxFF .. OKI
Leaving programming mode.. OK!

Figure 4-3.

Unvailable
options

Device Fuses Setting - Part 3

JTAGICE mkII =

Program  Fuses lLDckBits] Advamcad] Board ] Auto ]

T Int. AC Ose; Start-up time: B CK + 0 ms; [CKSEL=0010 SUT=00] A
[T Int. AC Osc.; Start-up time: B CK + 4.1 ms; [CKSEL=0010 SUT=01]

[T Int. RC Osc.; Start-up time: 6 CK + 5 ms; [CKSEL=0010 SUT=10]

I Ext. Low-Freq, Crystal; Start-up time: 32K CK. + 0 ms; Int, Cap.; [CKSEL:
™ Est. Low-Freq, Crystal: Start-up time: 32K CK + 4.1 ms: Int. Cap.; [CKSE
[T Est. Loww-Freq. Crystal: Start-up time: 32K CK + B5 ms: Int. Cap.; [CKSEL
[ Et. Low-Freq, Crpstal; Start-up time: 1K CK. + 0 ms; Int. Cap.; [CKSEL=(
[T Ext. Low-Freq. Crystal; Start-up time: 1K, CK + 4.1 ms; Int. Cap.; [CKSEL
™ Est. Low-Freq, Crystal: Start-up time: 1K CK + 65 ms; Int. Cap.; [CKSEL:
T Est. Low-Freq Crystal: Startup time: 32K CK + 0 ms; [CKSEL=0101 50
[ Et. Low-Freq, Crustal; Start-up time: 32K CK. + 4.1 ms; [CKSEL=0101 5
™ Est. Low-Freq. Ciystal; Start-up time: 32K CK + B5 ms; [CKSEL=0101 51
™ Ext. Low-Freq, Crystal; Start-up time: 1K CK. + 0 ms; [CKSEL=0100 SUT
™ Est. Low-Freq, Crystal: Start-up time: 1K CK + 4.1 ms; [CKSEL=01005L0
[T Est. Low-Freq. Crystal: Start-up time: 1K CK + 65 ms; [CKSEL=0100 51

>

T Ext. Crvstal Osc.: Freauency 0.4-0.9 MHz: Start-uo time: 258 CK + 4.1 n
<

JTAGICE mkIIT =]

Program  Fuses ]LDckBits] Advamcad] Board ] Auto ]

I Ext. Crystal Osc.: Frequency 0.4-0.9 MHz: Start-up time: 258 CK. + 4.1 n|a
T Ext. Crystal Os equency 0.4-0.9 MHz: Start-up time: 258 CK. + B6 m
7 Est. Crystal Dsc : Frequency 0.4-0.9 MHz; Start-up time: 1K CK + 0 ms;
[T Ext. Crystal Osc.; Frequency 0.4-0.9 MHz: Start-up time: 1K CK. + 4.1 m:
[T Est. Crystal Osc.; Frequency 0.4-0.9 MHz; Start-up time: 1K CK + 65 ms
7 Ext. Crystal Os equency 0.4-0.9 MHz; Start-up time: 16K CK + D ms
[T Est. Crystal Dsc : Frequency 0.4-0.9 MHz: Start-up time: 15K CK + 411
[T Est. Ciystal Osc.; Frequency 0.4-0.9 MHz; Start-up time: 16K CK + B5 0

T Ext. ; Start-up time: 258 CK. + 410
T Ext. : Start-up time: 258 CK. + B5 m
T Est : Start-up time: 1K CK. + 0 ms;

[T Est. Crystal Dsc: Frequency 0.9-3.0 MHz; Start-up ime: TE CK + 4.1 m:
[T Ext. Crystal Osc.; Frequency 0.9-3.0 MHz; Start-up time: 1K CK. + B5 ms
T Est. : Start-up time: 16K CK + Oms
T Ext. 5 : Shart-up time: 16K CK + 4.1
<|_ Ext. Crustal Dsc.: Freauence 0.9-3.0 MHz: Start-un time: 16K CK + Eﬁ)n' i

W Auto Verity

Program “Werify Read

¥ Smart Warnings

Setling device parameters.. OK!
Entering programming mode., QK1
Reading fuses .. 0xFF, 0x98, OxFF .. OK!
Leaving programming mode.. OK!
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Figure 4-4. Device Fuses Setting - Part 4

JTAGICE mkIT =]

Program  Fuses 1 LDckBitsl Advamced] Board ] Auto ]

I Ext. Crystal Osc.: Frequency 3.0-8.0 MHz: Start-up time: 258 CK + 4.1 n|~
T Ext. Crystal Ose ; Frequency 3.0-8.0 MHz; Start-up time: 258 CK + B5 m
[T Est. Crystal Osc ; Frequency 3.0-8.0 MHz: Start-up time: 1K CK + 0 ms;
[T Ext. Crystal Osc.; Frequency 3.0-8.0 MHz; Start-up time: 1K CK + 4.1 m:
7 Ext. Crystal Oec.; Frequency 3.0-8.0 MHz; Start-up time: 1K CK + 65 ms
I Ext. Crystal Osc.: Frequency 3.0-8.0 MHz: Start-up time: 16K CK + O ms

One of [ Est. Crystal Osc. Frequency 3.0-8.0 MHz: Start-up time: 15K CK + 4.1 ¢

H [ Ext. Crystal Osc.; Frequency 3.0-8.0 MHz; Start-up time: 16K CK. + 85 m

these o.ptlons [T Ext. Crystal Osc.; Frequency 8.0-  MHz; Start-up time: 258 CK. + 4.1 ms
IS avallable I Ext. Crystal Osc.: Frequency 8.0-  MHz: Startup time: 258 CK + 65 ms

T Est. Crystal Ose; Frequency 8.0 MHz: Start-up time: 1K CE + 0 ms; [(
[T Est. Crystal Osc; Frequency B0 MHz; Start-up time: TK CE + 4.1 ms;
[T Ext. Criystal Osc.; Frequency 8.0-  MHz; Start-up time: 1K CK + £5 ms;
7 Est. Crystal Dec.; Frequency 8.0-  MHz; Start-up time: 16K CK + 0 mg;
T Ext. Crystal Osc.: Frequency 8.0 MHz: Startup time: 16K CK + 4.1 me
(W Ext. Crustal Osc.: Freauency 8.0- MHz: Start-up time: 16K CK. + B5 r;s ¥

W Auto Verify

Program Werif Read
¥ Smart Wwarnings d i

Setling device parameters.. OK!
Entering programming mode., OF]
Reading fuses .. 0+FF, 0x98, OxFF .. OKI
Leaving programming mode.. OK!

Mandatory fuse setting:

* Fuse High Byte: - BOOTRST programmed,
- BOOTSZ [1:0] programmed for 4096 words,
- WDTON unprogrammed.
* Fuse Low Byte: - CKSEL [3:0] programmed to select a clock with an high accuracy to match
with CAN requirement (the internal RC oscillator doesn’t match).

4.2 Physical Environment
A generic boot loader deals with the host (or PC) through a CAN interface. The generic boot
loader is a service able to be connected to other interfaces (LIN, RS232, SPI, TWI, ...).

Figure 4-5. Physical Environment

Auto-bitrate
caN [
Generic
BOOT LOADER
r— — - — — — — — — — — a ISP
| \ | Software Tool
| |« |
| o |
| Pl | > |
| TWI - >|
L _
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4.3 Boot Loader Description
4.3.1 Overview

Figure 4-6. Boot Loader Diagram

Entry Point

r— - — — = m
| ¢ l I
| R | CAN Init. L :
| S | (Auto-bitrate)
| TWI |
Y
| | .
| | | . - CAN D
Lo — 4 D Protocol I
O C >
> -8
e}
Y S;é
ISP Command
Management
Stal’t Yes o
Application o
No
Y
ISP - ( Start Application )
Command ) bP

4.3.2 Entry Point
Only one “Entry Point’ is available, it is the entry point to the boot loader. The “BOOTRST” fuse
of the device have to be set. After Reset, the “Program Counter” of the device is set to “Boot
Reset Address” (c.f. Table 4-1 "Device Memory Mapping (byte addressing)” on page 2). This
“Entry Point’ initializes the “boot process’ of the boot loader.

ATMEL ;
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4.3.3 Boot Process
The “boot process” of the boot loader allows to start the application or the boot loader itself. This
depends on two variables:

¢ The “Hardware Condition”.
The Hardware Condition is defined by a device input PIN and its activation level (Ex:
INTO/PIND.O, active low). This is set in “config.h” file.

¢ The “Boot Status Byte”.
The Boot Status Byte “BSB” belongs to the “Boot Loader Configuration Memory” (c.f. Section
5.4.4.1 "Boot Status Byte - “BSB™ on page 11). Its default value is OxFF. An ISP command
allows to change its value.

Figure 4-7. Boot Process Diagram

RESET

PC= Boot Start Address
False Hardware True
Condition
BSB=0xFF BSB=0xFF

Yes¢= =¢

Start BOOT LOADER Start APPLICATION
(Protocol Identification)

4.3.4 Protocol Identification

The “Protocol Identification* of the boot loader select what protocol to use, CAN or other proto-
col. A polling of the physical lines is done to detect an activity on the media. These lines are:

* PORT_CAN_RX: The polling is be done on RXCAN/PIND.6.
e (user defined interface).

A low level on PORT_CAN_RKX line starts the initialization of the CAN peripheral.

Figure 4-8.  Protocol ldentification Diagram

PORT_CAN_RX
Low Level

Line xx
Low Level

(Protocol Identification)J

Periph. Initialization CAN Initialization

"GCC" CAN Boot Loader mmssse——



Eassssssssssssssssssssssssseeeeeeesss ' GCC" CAN Boot Loader

4.3.5 CAN Initialization
The CAN, used to communicate with the host, has the following configuration:

— Standard: CAN format 2.0A (11-bit identifier).
— Frame: Data frame.
— Bitrate: Depends on Extra Byte - “EB” (see “Extra Byte - “EB™ on page 12):
- “EB” = OxFFH: Use the software auto-bitrate.
- “EB” I= OxFFH: Use Bit-Timing Control [1..3] bytes to set the CAN bitrate
(see “Bit-Timing Control [1..3] - “BTC[1..3]” on page 12).
The initialization process must be performed after each device Reset. The host initiates the com-
munication by sending a data frame to select a node. In case of auto-bitrate, this will help the
boot loader to find the CAN bitrate. The CAN standard says that a frame having an acknowledge
error is re-sent automatically. This feature and the capability of the CAN peripheral to be set in
“LISTEN” mode are used by the auto-bitrate. Once the synchronization frame is received without
any error, a recessive level is applied on the acknowledge slot by releasing the “LISTEN” mode.

The software auto-bitrate supports a wide range of baud rates according with the system clock
(CKIO) set on the device (c.f. “FOSC” definition in “config.h” file). This functionality is not guaran-
teed on a CAN network with several CAN nodes.

4.3.6 CAN Protocol Overview
The “CAN Protocof’ is an higher level protocol over serial line (CAN Bus).

It is described in specific paragraphs in this document (See “CAN Protocol & ISP Commands” on
page 15.).

4.3.7 ISP Commands Overview

The “CAN Protocof’ decodes” ISP commands’. The set of “ISP commands” obviously is inde-
pendent of any protocol.

It is described in a specific paragraph in this document (See “CAN Protocol & ISP Commands”
on page 15.).

4.3.8 Output From Boot Loader

The output from the boot loader is performs after receiving the ISP command: “Start Application”
(See “CAN Protocol & ISP Commands” on page 15.).

ATMEL 7
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5.

Memory Space Definition

The boot loader supports up to five (5) separate memory spaces. Each of them receives a code
number (value to report in the corresponding protocol field) because low level access protocols
(drivers) can be different.

5.1

ATMEL

The access to memory spaces is a byte access (i.e. the given addresses are byte addresses).

Table 5-1. Memory Space Code Numbers
Space (! Code Number Access
Flash Memory 0 Read & Write
EEPROM Data Memory 1 Read & Write
Signature 2 Read only
Boot Loader Information 3 Read only
Boot Loader Configuration 4 Read & Write
Device registers @ 5 Read only

Note:

1. Sometimes, the discriminating is not physical (ex: “Signature” is a sub-set of the code of the
boot loader Flash Section” as well as “Boot Loader Information”).

2. New feature.

Flash Memory Space

The Flash memory space managed by the boot loader is a sub-set of the device Flash. It is the
“Application Flash Section”.

5.1.1

5.1.2

Table 5-2. Flash Memory Space (Code Number 0)
Flash Memory Space AT90CAN128 AT90CANG64 AT90CAN32
Size 120 K bytes 56 K bytes 24 K bytes

Address Range

0x00000 - Ox1DFFF

0x00000 - OXxDFFF

0x00000 - Ox05FFF

Number of page(s)!"

2

1

1

Note:

1. Page parameter is different in the boot loader and in the device itself.

Reading or Programming
The “ISP Read’ or “ISP Program” commands only access to Flash memory space in byte
addressing mode into a page of 64K bytes (c.f. Table 5-2 "Flash Memory Space (Code Number
0)” on page 8). Specific ISP commands allows to select the different pages.

Erasing

The boot loader will return a “Device protection” error if the Software Security Byte “SSB” is set
while read or write command occurs (c.f. Section 5.4.4.2 "Software Security Byte - “SSB™ on
page 11).

The “ISP Erase” command is a full erase (all bytes=0xFF) of the Flash memory space. This
operation is available whatever the Software Security Byte “SSB” setting. A the end of the opera-
tion, the Software Security Byte “SSB” is reset to level 0 of security (Section 5.4.4.2 "Software
Security Byte - “SSB”™ on page 11).

"GCC" CAN Boot Loader mmssse——
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5.1.3 Limits
The ISP commands on the Flash memory space has no effect on the boot loader (no effect on
“Boot Loader Flash Section”).

The sizes of the Flash memory space (code number 0) for ISP commands are given in Table 5-
2 "Flash Memory Space (Code Number 0)” on page 8.

5.2 EEPROM Data Memory
The EEPROM data memory space managed by the boot loader is the device EEPROM.

Table 5-3. EEPROM Data Memory Space (Code Number 1)
EEPROM Data Memory Space AT90CAN128 AT90CANG64 AT90CAN32
Size 4 K bytes 2 K bytes 1 K bytes
Address Range 0x0000 - OXOFFF 0x0000 - Ox07FF 0x0000 - Ox03FF
Number of page(s) -- No paging --

5.2.1 Reading or Programming
The EEPROM data memory space is used as non-volatile data memory. The “/ISP Read’ or “ISP
Program” commands access byte by byte to this space (no paging).
The boot loader will return a “Device protection” error if the Software Security Byte “SSB” is set
while read or write command occurs (c.f. Section 5.4.4.2 "Software Security Byte - “SSB™ on
page 11).

5.2.2 Erasing
The “ISP Erase” command is a full erase (all bytes=0xFF) of the EEPROM Data Memory space.
This operation is available whatever only if the Software Security Byte “SSB” is reset (Section
5.4.4.2 "Software Security Byte - “SSB™ on page 11).

5.2.3 Limits

The sizes of the EEPROM Data Memory space (code number 1) for ISP commands are given in
Table 5-3 "ZEEPROM Data Memory Space (Code Number 1)” on page 9.

5.3 Boot Loader Information
The Boot loader information space managed by the boot loader is included the code of the boot
loader. It is in the “Boot Loader Flash Section’.

Table 5-4. Boot Loader Information Space (Code Number 3)
Signature Space AT90CAN128 ‘ AT90CAN64 | AT90CAN32
Bootloader Version Address: 0x00 (Read only) > 0x01
Boot ID1 Address: 0x01 (Read only) 0xD1
Boot ID2 Address: 0x02 (Read only) 0xD2
Number of page(s) -- No paging --

5.3.1 Reading or Programming
The “ISP Read’ command accesses byte by byte to this space (no paging).

No access protection is provided on this read only space.

ATMEL ;
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5.3.2 Erasing
Not applicable for this read only space.

5.3.3 Limits
Details on the Boot loader information space (code number 3) for ISP commands are given in
Table 5-4 "Boot Loader Information Space (Code Number 3)” on page 9.

5.3.4 Boot Loader Information Byte Description

5.3.4.1 Boot Version
Boot Version: Read only address =0x00, value > 0x01.

5.34.2 BootID1 & ID2
Boot ID1 & ID2: Read only addresses = 0x01 & 0x02, value = 0xD1 & 0xD2.

5.4 Boot Loader Configuration

The Boot loader configuration space managed by the boot loader is included in the “Boot Loader
Flash Section’.

Table 5-5. Boot Loader Configuration Space (Code Number 4)

Signature Space AT90CAN128 \ AT90CANG64 \ AT90CAN32
Boot Status Byte “BSB” | Add.: 0x00 (default value=0xFF)
Software Security Byte “SSB” | Add.: 0x01 (default value=0xFF)
Extra Byte “EB” | Add.: 0x02 (default value=0xFF) (!
Bit-Timing Control 1 “BTC1” | Add.: 0x03 (default value=0OxFF) @
Bit-Timing Control 2 “BTC2” | Add.: 0x04 (default value=0xFF) @
Bit-Timing Control 3 “BTC3” | Add.: 0x05 (default value=0xFF) @
Node Number “NNB” | Add.: 0x06 (default value=0xFF) ©
CAN Re-locatable ID Segment | “CRIS” | Add.: 0x07 (default value=0x00)
Start Address Low “SA_L” | Add.: 0x08 (default value=0x00)
Start Address High “SA_H” | Add.: 0x09 (default value=0x00)
Number of page(s) -- No paging --

Note: 1. See “Extra Byte - “EB™ on page 12. for validity.
2. See “Bit-Timing Control [1..3] - “BTC[1..3]” on page 12. for validity.
3. See “(CAN) Node Number - “NNB™ on page 12. for validity.

5.4.1 Reading or Programming
The “ISP Read’ command accesses byte by byte to this space (no paging).
Access protection is only provided on the Software Security Byte (c.f. Section 5.4.4.2 "Software

Security Byte - “SSB” on page 11).

5.4.2 Erasing
The “ISP Erase” command is not available for this space.

10 "GCC" CAN Boot Loader mmssse——
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5.4.3 Limits
Details on the Boot loader configuration space (code number 6) for ISP commands are given in
Table 5-5 "Boot Loader Configuration Space (Code Number 4)” on page 10.

5.4.4 Boot Loader Configuration Byte Description

5.4.4.1 Boot Status Byte - “BSB”
The Boot Status Byte of the boot loader is used in the “boot process” (Section 4.3.3 "Boot Pro-
cess” on page 6) to control the starting of the application or the boot loader. If no Hardware
Condition is set, the default value (OxFF) of the Boot Status Byte will force the boot loader to
start. Else (Boot Status Byte != OxFF & no Hardware Condition) the application will start.

5.4.4.2 Software Security Byte - “SSB”
The boot loader has the Software Security Byte “SSB” to protect itself and the application from
user access or ISP access. It protects the Flash and EEPROM memory spaces and itself.

The “ISP Program” command on Software Security Byte “SSB” can only write an higher priority
level. There are three levels of security:

Table 5-6. Security levels

Level Security “SSB” Comment
0 NO_SECURITY OXFE |~ This is the default level. .
- Only level 1 or level 2 can be written over level 0.
- Inlevel 1, it is impossible to write in the Flash and
EEPROM memory spaces.
1 WR_SECURITY OxFE

- The boot loader returns an error message.
- Only level 2 can be written over level 0.

- All read and write accesses to/from the Flash and
EEPROM memory spaces are not allowed.

2 RD_WR_SECURITY | <OxFC |- The boot loader returns an error message.

- Only an “ISP Erase” command on the Flash memory
space resets (level 0) the Software Security Byte.

The table below gives the authorized actions regarding the SSB level.

Table 5-7. Allowed actions regarding the Software Security Byte “SSB”

ISP Command NO_SECURITY WR_SECURITY RD_WR_SECURITY
Erase Flash memory space Allow Allow Allow
Erase EEPROM memory space Allow - -
Write Flash memory space Allow - -
Write EEPROM memory space Allow - -
Read Flash memory space Allow Allow -
Read EEPROM memory space Allow Allow -

Write byte(s) in Boot loader

configuration (except for “SSB”) Allow i )
Read_ byte(:c,) in Boot loader Allow Allow Allow
configuration

Write “SSB” Allow only a higher level -

ATMEL i
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5.4.4.3

5.4.4.4

5.4.4.5

5.4.4.6

ATMEL

ISP Command NO_SECURITY WR_SECURITY RD_WR_SECURITY
Read Boot loader information Allow Allow Allow
Read Signature Allow Allow Allow
Blank check (any memory) Allow Allow Allow
Changing of memory space Allow Allow Allow

Extra Byte - “EB”
The Extra Byte is used to switch the CAN Initialization to auto-bitrate or to fixed CAN bit timing.

— “EB” = OxFFH: Use the software auto-bitrate.

— “EB” != OxFFH: Use Bit-Timing Control[1..3] bytes (‘BTC1”, “BTC2” & “BTC3") of
Boot loader configuration space to set the CAN bit timing registers of the CAN
peripheral (no auto-bitrate).

Bit-Timing Control [1..3] - “BTC[1..3]"
When “EB” != OxFFH, Bit-Timing Control[1..3] bytes (“BTC1”, “BTC2” & “BTC3") of Boot loader

configuration space are used to set the CAN Bit-Timing Registers of the CAN peripheral - no
auto-bitrate.

A way to setup these bytes is described in Section 5.6.4.1 "CANBT][1..3] Registers” on page 14.

(CAN) Node Number - “NNB”

The node number is a physical address of a CAN node in a CAN cluster for Boot Loader. This
“NNB” is used by the Host to open the communication with this CAN node.

See “CAN Protocol & ISP Commands” on page 15.

CAN Re-locatable ID Segment - “CRIS”

All the CAN ISP identifiers belongs to the an segment. “CRIS"<<4 defines the base value of this
segment.

See “CAN Protocol & ISP Commands” on page 15.
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5.4.4.7  Start (application) Address High & Low- “SA_H” & “SA_L”
See “CAN Protocol & ISP Commands” on page 15.

Figure 5-1.  Start Application & Reset Diagram

y

CAN_Xxx
Boot Loader

Start With Reset

Application ?
Watch Dog
Y
Reset
Jump to the
word address of
Hardware
the command (*) Reset
(Boot Start Address %

Hardware
Reset ?

No, jump to _
Boot Loader o

Hardware
Condition

BSB=0xFF BSB=0xFF

/

Jump Application
(SA_H:SA L)

Y

Jump to
Boot Loader

User
Application

(*) It is recommended
to jump at SA_H:SA L

\_/_\
\/—\

User IAP Section

Clear All Reset Flags
(MCUSR=0)

[ Jump to Boot Start Address

5.5 Signature

The Signature space managed by the boot loader is included the code of the boot loader. It is in
the “Boot Loader Flash Section”.
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Table 5-8. Signature Space (Code Number 6)

Signature Space AT90CAN128 | AT90CAN64 | AT90CAN32
Manufacturer Code Address: 0x00 (Read only) Ox1E
Family Code Address: 0x01 (Read only) 0x81
Product Name Address: 0x02 (Read only) 0x97 0x96 0x95
Product Revision Address: 0x03 (Read only) > 0x00 > 0x00 > 0x00
Number of page(s) -- No paging --

5.5.1 Reading or Programming
The “ISP Read’ command accesses byte by byte to this space (no paging).

No access protection is provided on this read only space.

5.5.2 Erasing
Not applicable for read only space.

5.5.3 Limits

Details on the Signature space (code number 6) for ISP commands are given in Table 5-8 "Sig-
nature Space (Code Number 6)” on page 14.

5.6 Device Registers

The device registers space managed by the boot loader is the 64 1/O registers and the 160 Ext.
I/O registers of the device. They are accessed by the equivalent assembler instruction:

LDS Rxx, REG_ADD
where REG_ADD is in the address range 0x20 (PINA) up to OxFA (CANMSG).

5.6.1 Reading or Programming
The “ISP Read’ command accesses byte by byte to this space (no paging).

No access protection is provided on this read only space.

5.6.2 Erasing
Not applicable for this read only space.

5.6.3 Limits
This space is not bit addressing and an unimplemented register returns OxFF.

5.6.4 Device Registers Description
c.f. appropriate data sheet for information.

5.6.4.1 CANBT[1..3] Registers
The CANBT[1..3] Registers are at the addresses 0xE2 to OxE4.

They can be read before disabling the auto-bitrate (“EB” != OxFFH) and re- copied into “BTC1”,
“BTC2” & “BTC3” of the Boot loader configuration space (see “Bit-Timing Control [1..3] -
“BTC[1..3]” on page 12). Then, the Boot loader will always start with this Bit-Timing (while
“EB” 1= OxFFH ). Is very useful in case of IAP.
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6. CAN Protocol & ISP Commands

This section describes the higher level protocol over the CAN network communication and the
coding of the associated ISP commands.

6.1 CAN Frame Description

The CAN protocol only supports the CAN standard frame (c.f. ISO 11898 for high speed and
ISO 11519-2 for low speed) also known as CAN 2.0 A with 11-bit identifier.

A message in the CAN standard frame format begins with the "Start Of Frame (SOF)", this is fol-
lowed by the "Arbitration field" which consist of the identifier and the "Remote Transmission
Request (RTR)" bit used to distinguish between the data frame and the data request frame
called remote frame. The following "Control field" contains the "IDentifier Extension (IDE)" bit
and the "Data Length Code (DLC)" used to indicate the number of following data bytes in the
"Data field". In a remote frame, the DLC contains the number of requested data bytes. The "Data
field" that follows can hold up to 8 data bytes. The frame integrity is guaranteed by the following
"Cyclic Redundant Check (CRC)" sum. The "ACKnowledge (ACK) field" compromises the ACK
slot and the ACK delimiter. The bit in the ACK slot is sent as a recessive bit and is overwritten as
a dominant bit by the receivers which have at this time received the data correctly.

The ISP CAN protocol only uses CAN standard data frame.

Figure 6-1. CAN Standard Data Frame

11-bit identifier 4-bit DLC . £ CRC ACK |

—lsorl D10.0 |RTR|IDE| 0 I bLC4 0 0- 8 bytes 15-bit CRC Idel |ACK|deI 7 bits |
e Arbitration ] Control ] Dalta ] CRC [ ACK K] End of o

- ield dh Field dh Field dh Field “1™ Field I~ Frame

To describe the ISP CAN protocol, a symbolic name is used for Identifier, but default values are
given within the following presentation.

Table 6-1. Template for ISP CAN command

Identifier Length | Data[0] Data[n-1] Description
11 bits 4 bits 1 byte 1 byte P
SYMBOLIC_NAME . -
(“CRIS’<<4) + X n (<8) Value or meaning Command description

Because in a point-to-point connection, the transmit CAN message is repeated until a hardware
acknowledge is done by the receiver.

The boot loader can acknowledge an incoming CAN frame only if a configuration is found.

This functionality is not guaranteed on a network with several CAN nodes.

ATMEL s
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CAN ISP Command Data Stream Protocol

CAN ISP Command Description

Several CAN message identifiers are defined to manage this protocol.

Table 6-2. Defined CAN Message Identifiers for CAN ISP Protocol

Identifier ISP Command Detail Value

ID_SELECT_NODE Open/Close a communication with a node (“CRIS” << 4) + 0
ID_PROG_START Start Memory space programming (“CRIS” << 4) + 1
ID_PROG_DATA Data for Memory space programming (“CRIS” << 4) + 2
ID_DISPLAY_DATA Read data from Memory space (“CRIS” << 4) + 3
ID_START_APPLI Start application (“CRIS” << 4) + 4

ID_SELECT_MEM_PAGE Selection of Memory space or page
(“CRIS” << 4) + 6

ID_ERROR Error message from boot loader only

It is possible to allocate a new value for CAN ISP identifiers by writing the “crIS” byte with the
base value for the group of identifier.

The maximum “CRIS” value is 0x7F and its the default value is 0x00. If “crRIS” > 0x7F then it will
be automatically set to 0x00 (default value).

Figure 6-2. Remapping of CAN Message ldentifiers for CAN ISP Protocol

CAN Identifiers CAN ISP Identifiers
Ox7FF
ID_SELECT MEM_PAGE
ID_ERROR
Group of 6
ID_WRITE_COMMAND CAN Mes-
sages Used
ID_DISPLAY_DATA to Manage
ID_PROG_DATA CAN ISP
ID_PROG_START Commands
ID_SELECT _NODE

(“CRIS"<<4)+0

0x000

Example: “CrRIS” = 0x28

— “ID_SELECT_NODE” = 0x280

— “ID_ERROR” = 0x286
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6.2.2 Communication Initialization
The communication with a device (CAN node) must be opened prior to initiate any ISP commu-
nication. To open communication with the device, the Host sends a “Connecting” CAN message
(“ID_SELECT _NODE”) with the node number “NNB” passed as parameter. If the node number
passed is OxFF then the CAN boot loader accepts the communication (Figure 6-3). Otherwise
the node number passed in parameter must be equal to the local “NNB” (Figure 6-4).

Figure 6-3. CAN Boot Loader First Connection
“NNB”=0xFF (Default Value)

Interface Between
PC & CAN Network

In Situ Programming - ISP

Figure 6-4. CAN Boot Loader Network Connection

“NNB”=0x00

“NNB”=0x01

“NNB”=0x02

Interface Between
PC & CAN Network

In Application Programming - IAP

Before opening a new communication with another device, the current device communication
must be closed with its connecting CAN message (“/ID_SELECT_NODE”).

ATMEL 7
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6.3 CAN ISP Commands

6.3.1 CAN Node Select
A CAN node must be first opened at the beginning and then closed at the end of the session.

6.3.1.1  CAN Node Select Requests from Host
Table 6-3. CAN Node Select Requests from Host

Identifier L Data[0] Description

ID_SELECT_NODE

(“CRIS’<<4)+ 0) 1 | Node Number (“NNB”) | Open or close communication with a specific node

6.3.1.2 CAN Node Select Answers from Boot Loader
Table 6-4. CAN Node Select Answers from Boot Loader

Identifier L Data[0] Data[1] Description
ID_SELECT NODE ) “Boot Loader 0x00 Communication closed
((“CRIS”<<4)+ 0) Versior™ 0x01 Communication opened

6.3.2 Changing Memory / Page
To change of memory space and/or of page, there is only one command, the switch is made by
“Data[0]” of the CAN frame.

6.3.2.1  Changing Memory / Page Requests from Host
Table 6-5. Changing Memory / Page Requests from Host

Identifier L | Data[0] | Data[1] | Data[2] Description
0x00 No action
ID_SELECT_MEM_PAGE 0x01 | Memory Select Memory space
“CRIS"<<4)+ 6 8 Page
(( <<4)+6) 0x02 space Select Page
0x03 Select Memory space & Page

6.3.2.2 Changing Memory / Page Answers from Boot Loader
Table 6-6. Changing Memory / Page Answers from Boot Loader

Identifier L | Data[0] Description

ID_SELECT_MEM_PAGE

(“CRIS"<<4)+ 6) 1 0x00 Selection OK (even if “Data[0]"=0 in the request frame)

6.3.3 Reading/ Blank Checking Memory
These operations can be executed only with a device previously open in communication. This
command is available on the memory space and on the page previously defined.
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To start the reading or blank checking operation, the Host sends a CAN message
(“ID_DISPLAY _DATA”) with the operation required in Data[0], the start address and end
address are passed as parameters.

6.3.3.1  Reading / Blank Checking Memory Requests from Host
Table 6-7. Reading / Blank Checking Memory Requests from Host

Identifier L |Data[0] | Data[1] | Data[2] | Data[3] | Data[4] Description
Display data of selected
0x00 M /P
ID_DISPLAY_DATA | . Start Address | End Address emory space / rage
((“CRIS"<<4)+ 3) (MSB, LSB) (MSB, LSB) Blank check on
0x80

selected Memory space / Page

6.3.3.2 Reading / Blank Checking Memory Answers from Boot Loader
Table 6-8. Reading / Blank Checking Memory Answers from Boot Loader

Identifier L Data[0] Data[1] Data[7] Description
upto8 Up to 8 Data Bytes Data Read
ID_DISPLAY_DATA
(“CRIS’<<4)+ 3) 0 Blank check OK
2 First not blank address - - Error on Blank check
Error
ID_ERROR .
((“CRIS’<<4)+ 6) 1 0x00 - - - Software Security Set

(“Display data’ only)

6.3.4 Programming / Erasing Memory
These operations can be executed only with a device previously open in communication. They
need two steps:
* The first step is to indicate address range for program or erase command.
» The second step is to transmit the data for programming only.

To start the programming operation, the Host sends a “start programming” CAN message
(ID_PROG_START) with the operation required in “Data[0]’, the start address and the end
address are passed as parameters.

6.3.4.1  Programming / Erasing Memory Requests from Host

Table 6-9. Unit. Programming / Erasing Memory Requests from Host
Identifier L | Data[0] | Data[1] | Data[2] | Data[3] | Data[4] | Data[5..7] Description
5| 0x00 Start Address End Address ) Init. prog. the selected
ID_PROG_START (MSB, LSB) (MSB, LSB) Memory space / Page
((“CRIS"<<4)+ 1)
3| ox80 OXFF | OXFF ) ) ) Erase the selected
Memory space / Page

ID_PROG_DATA

(“CRIS"<<4)+ 2) n data[0..(n-1)] (n<8) Data to program

ATMEL i
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6.3.4.2 Programming / Erasing Memory Answers from Boot Loader

Table 6-10. Programming / Erasing Memory Answers from Boot Loader
Identifier L | Data[0] Description
ID_PROG_START
((“CRIS”<<4)+ 1) O - Command OK
ID_PROG._ DATA 0x00 Command OK and end of transfer
“CRIS"<<4)+ 2) 1
(( 0x02 Command OK but new (other) data expected
ID_ERROR . o ,
(“CRIS’<<4)+ 6) 1 0x00 Error - Software Security Set (“Init. progranm’ only)

6.3.4.3 Programming Memory Examples

Table 6-11. Programming Memory Examples
Request/ CAN Message (hexadecimal) o
Answer — Description
Identifier | L Data[..70]
R (>>) 000 1 |FF CAN Node Select
A (<<) 000 2 (0101 Communication opened
Default Memory space = Flash, default Page = page_0
R (>>) 001 5 100000200 12 Prog. Add 0x0002 up to 0x0012
A (<<) 001 010 Command OK
R (>>) 002 8 | 01020304 05 06 07 08 1%t Data transfer
A (<<) 002 1 102 Command OK, new data expected
R (>>) 002 8 111213141516 17 18 2" Data transfer
A (<<) 002 1 02 Command OK, new data expected
R (>>) 002 1 |20 3 Data transfer
A (<<) 002 1100 Command OK, end of transfer
Figure 6-5. Result of the Above Programming Memory Example ("
Memary
| Program ~| &8s Address: |00 Cols: |24 =
000000 FFFF 0102 0304 0506 0708 1112 1314 1516 1718 Z0FF FFFF FFFF i‘
00000C FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
000018 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
0000Z4 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
000030 FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
00003C FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF
Note: 1. AVR Studio Program Memory representation
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6.3.5 Starting Application

This operation can be executed only with a device previously open in communication.

6.3.5.1  Starting Application Requests from Host

To start the application, the host sends a start application CAN message with the “way of”
selected in “Data[1]’. The application can be start by a watchdog reset or by jumping to the
defined word address. The jump word address can be differ from SA_H:SA_L (Boot Loader Con-

figuration Space).

Table 6-12.  Start application Requests from Host

Data[2] | Data[3]

Description

Start application with watchdog reset

Identifier L | Data[0] | Data[1]
2 0x00
ID_START_APPLI
((“CRIS"<<4)+ 4) 4 0x03 0x80

Jump W-Add.
(MSB, LSB)

Start Application at
W-Add. (MSB : LSB) without reset

6.3.5.2  Starting Application Answer from Boot Loader
No answer is returned by the boot loader.

ATMEL
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7. API - Application Programming Interface

7.1 API Definition

An application programming interface (API) is a source code interface that a computer system or
program library provides in order to support requests for services to be made of it by a computer
program.

7.2 APl Implementation

The specificity of ATMEL AVR 8-bit microprocessors is that the code providing the writing in
flash needs to be located in the bootloader section. If the "GCC" CAN Boot Loader is flashed in
a part, the bootloader section is already occupied and unavailable for user.

The solution that allows the user to write in flash is to “open” the ‘flash_api_wr_block’ routine
contained in the "GCC" CAN Boot Loader. Then the user could call it in its own application.

7.3  Entry Point

Because the user application and the "GCC" CAN Boot Loader are not compiled together, an
entry point is used.

Regardless the part number, the entry point is fixed to: FLASH SIZE - 6 bytes

Table 7-1. “flash_api_wr_block” API Entry Point Versus Part Number.

Part Number Entry Point Word Address Entry Point Byte Address
AT90CAN32 0x03FFD 0x07FFA
AT90CAN64 0x07FFD OxOFFFA
AT90CAN128 OxOFFFD O0x1FFFA

7.4 Routine Prototype

// This function allows to write up to 65535 bytes (64K Bytes-1 byte) in
// the Flash memory.
// This function manages alignment issue (byte and page alignments).

ettt
// Warning:

// 1 - This function isn't able to address the fully 64K bytes but we
// cannot find in the device a source buffer up to 64K bytes !

// 2 - The 64K page setting must be done before (i.e. setting the

// RAMPZ register).

// Parameters:

// - src Source of (SRAM) buffer address.

// - dest Destination, start Flash address where data must be written.
// - byte nb Number of byte to write.

// Return: (none)

[/ ======

externvoidflash api wr block(unsignedchar*src, unsignedshortdest, unsignedshortbyte nb);
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8. Appendix A: #define’s

8.1

8.2

8.3

8.4

AppLab—"GCC" CAN-Apr 07

Type Definition

[/ —mmmmmmm DECLARATION --—-—-—————————-—
typedef unsigned char Bool;
typedef unsigned char us8 ;
typedef unsigned short Ule;
typedef unsigned long U32;
typedef signed char S8
typedef signed short S16;
typedef signed long S32;

Processor Definition

/] —mmmmmm = PROCESSOR DEFINITION ——-—-—-————-—--

#define MANUF ID 0x1E // ATMEL

#define FAMILY CODE 0x81 // AT90CANxx family

#define XRAM END XRAMEND // Defined in "iocanl28/64/32.h"

#define RAM_END RAMEND // Defined in "iocanl28/64/32.h"

#define E2 END E2END // Defined in "iocanl28/64/32.h"

#define FLASH_END FLASHEND // Defined in bytes in "iocanl28/64/32.h"
#define FLASH SIZE ((U32) (FLASH END)) + 1 // Size in bytes

#define FLASH_ PAGE_SIZE 256 // Bytes, constant for AT90CANxx devices

// For specific definitions & switches
#if  defined( AVR AT90CAN128 )

# define PRODUCT NAME 0x97 // 128 Kbytes of Flash
# define PRODUCT REV 0x00 // Rev 0
# define RAMPZ IS USED 1 // RAMPZ used if Flash upper than 64K bytes

#elif defined( AVR AT90CAN64 )
# define PRODUCT NAME 0x96 // 64 Kbytes of Flash
#  define PRODUCT_REV 0x00 // Rev 0

#elif defined( AVR AT90CAN32 )

# define PRODUCT NAME 0x95 // 32 Kbytes of Flash

# define PRODUCT_REV 0x00 // Rev 0

#else

# error Wrong device selection in plug-in for AVR-GCC: "Project Options -> Device"
#endif

#define FOSC 8000 // 8 MHz External cristal

#define F_CPU(FOSC*1000) // Need for AVR GCC

CAN Link Definition

/) === mmm e CAN DEFINITION —------------
#define CAN BAUDRATE CAN AUTOBAUD

#define PIN CAN RX PIND Bit6
#define PORT CAN TX  PORTD Bit5

Boot Loader Definition

[/ == BOOTLOADER CONFIGURATION --=-=-=-=—=—--

#define BOOT_LOADER SIZE 0x2000 // Size in bytes: 8KB
#define MAX FLASH SIZE_TO_ERASE ( FLASH_SIZE - ((U32) (BOOT_LOADER_SIZE)) )
#define BOOT_ VERSION 0x04

#define BOOT ID1 0xD1

#define BOOT_ID2 0xD2

#define BSB_DEFAULT OxXFF

#define SSB DEFAULT OXFF

#define EB_DEFAULT OxXFF

#define BTCl DEFAULT OXFF

#define BTC2_DEFAULT OxXFF
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#define BTC37DEFAULT 0xXFF
#define NNB_DEFAULT OxXFF
#define CRIS_DEFAULT 0x00
#define SA_H DEFAULT 0x00
#define SA L DEFAULT 0x00
#define BSB ((Ul6) &boot conf[0]
#define SSB ((Ul6) &boot conf[l]
#define EB ((Ul6) &boot conf[2])
#define BTCl ((Ul6) &boot conf[3])
#define BTC2 ((Ul6) &boot conf[4])
#define BTC3 ((Ul6) &boot conf[5])
#define NNB ((Ul6) &boot conf[6]
#define CRIS ((Ul6) &boot conf[7])
#define SA H ((Ul6) &boot conf[8]
#define SA L ((Ul6) &boot conf[9]
#define BOOT_ CONF_SIZE 10
#define SSB_INDEX 0x01
#define SSB_NO_SECURITY OxXFF
#define SSB_WR PROTECTION 0xFE

#define SSB RD WR PROTECTION O0xFC

8.5 Memory Definition

/=== MEMORY DEFINITION -—---—--——-——-——-—-—

#define MEM FLASH 0

#define MEM_EEPROM 1

#define MEM SIGNATURE 2

#define MEM BOOT_INF 3 // Boot Loader information
#define MEM BOOT CONF 4 // Boot Loader configuration
#define MEM _HW_REG 5

#define MEM DEF MAX MEM HW REG
#define MEM DEFAULT MEM_FLASH
#define PAGE_DEFAULT 0x00
#define ADD DEFAULT 0x0000
#define N_DEFAULT 0x0001

8.6 CAN Protocol Definition

//====== IAP data ———————=——————————————————
#define MAX BASE ISP IAP ID 0x7F0
#define MIN BASE ISP_IAP_ID 0x000
/=== Protocol commands -----------------
#define CAN_ID SELECT_NODE 0x00
#define CAN ID PROG START 0x01
# define CAN_INIT_ PROG 0x00
# define CAN FULL ERASE 1 0x80
# define CAN_FULL ERASE 2 OXFF
# define CAN FULL ERASE 3 OxXFF
#define CAN_ID PROG_DATA 0x02
#define CAN ID DISPLAY DATA 0x03
# define CAN_READ DATA 0x00
# define CAN BLANK CHECK 0x80
#define CAN_ID START APPLI 0x04
# define CAN START APPLI 0x03
# define CAN_RESET_APPLI 0x00
# define CAN JUMP APPLI 0x01
#define CAN_ID SELECT_MEM PAGE 0x06
# define CAN NO ACTION 0x00
# define CAN_SEL MEM 0x01
# define CAN SEL PAGE 0x02
# define CAN_SEL MEM N _PAGE 0x03
#define CAN_ID ERROR 0x06
#define COMMAND OK 0x00
#define OK_END_ OF_DATA 0x00
#define OK NEW DATA 0x02
#define LOCAL_ BUFFER SIZE 0x100
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9. Appendix B: CAN Protocol Summary

Table 9-1. CAN Protocol Summary - Requests from Host

ISP Command Request L Data Data Data Data Data |Data | Data | Data Description
Identifier [0] [1] [2] [3] [4] [51 | [6] | [7] P
lD—“SELE,,CT—NODE 1| Node - - - - - - - Open or close communication
((“CRIS"<<4)+ 0)

ID_PROG_START 51 0x00 Start Address End Address - - - Initialization of programming
((‘CRIS"<<4)+ 1) 3| ox80 | OxFF | OxFF - - S Erasing
ID_PROG_DATA
(“CRIS"<<4)+ 2) n data[0..(n-1)] (n<8) Data to program

0x00 - - - Display (read) data

ID_“I(D:Lﬁz!_A\;_DgTA 5 Start Address End Address
((CRIS"<<4)+ 3) 0x80 -l -] - Blank check

ID_START_APPLI i 0x03 0x00 - - - - - - Start Application with reset
((‘CRIS’<<4)+ 4) 4 0x01 | Jump W-Add. - - -] - Start Application at W-Add.

0x00 - - - - - No action
ID_SELECT_MEM_PAGE 0x01 | Memory - - o L Select Memory space
N . 3 Page
((‘CRIS"<<4)+ 6) ox02 | Space - - - - - Select Page
0x03 - - - - - Select Memory space & Page
Table 9-2. CAN Protocol Summary - Answers from Boot Loader
ISP Command Answer L Data Data Data Data |Data |Data | Data | Data Description
Identifier [0] [1] [2] [3] [4] | [5]1 | [6] | [7] P
ID_SELECT NODE Boot 0x00 - - - - - - Communication closed
“CRIS"<<4)+ 0 2| loader
(« <<4)+0) Version 0x01 - - - - - - Communication opened

ID_PROG_START
(“CRIS™<<4)+ 1) o - - - : S I R Command OK
ID_PROG_DATA ] 0x00 = = = = = - = Cmd. OK & end of transfer
((‘CRIS"<<4)+ 2) 0x02 - - - - - - - | Cmd. OK & new data expected

n data[0..(n-1)] (n<8) Data Read
ID_DISPLAY_DATA
(“CRIS’<<4)+ 3) 0 - - - - - -] - - Blank check OK
2 | 1% Failed Address - - - - - - Error on Blank check
ID_SELECT_MEM_PAGE
- - - Selection OK or
or ID_ERROR 1| 0x00 ) ) ) ) ) i ) Error Software Security Set
((“CRIS’<<4)+ 6)

—— AINEL 25
AppLab—"GCC" CAN-Apr 07 I ©



	1. Doc. Control
	2. Features
	3. Description
	4. Boot Loader Environment
	4.1 Device Fuse Setting
	4.2 Physical Environment
	4.3 Boot Loader Description
	4.3.1 Overview
	4.3.2 Entry Point
	4.3.3 Boot Process
	4.3.4 Protocol Identification
	4.3.5 CAN Initialization
	4.3.6 CAN Protocol Overview
	4.3.7 ISP Commands Overview
	4.3.8 Output From Boot Loader


	5. Memory Space Definition
	5.1 Flash Memory Space
	5.1.1 Reading or Programming
	5.1.2 Erasing
	5.1.3 Limits

	5.2 EEPROM Data Memory
	5.2.1 Reading or Programming
	5.2.2 Erasing
	5.2.3 Limits

	5.3 Boot Loader Information
	5.3.1 Reading or Programming
	5.3.2 Erasing
	5.3.3 Limits
	5.3.4 Boot Loader Information Byte Description
	5.3.4.1 Boot Version
	5.3.4.2 Boot ID1 & ID2


	5.4 Boot Loader Configuration
	5.4.1 Reading or Programming
	5.4.2 Erasing
	5.4.3 Limits
	5.4.4 Boot Loader Configuration Byte Description
	5.4.4.1 Boot Status Byte - “BSB”
	5.4.4.2 Software Security Byte - “SSB”
	5.4.4.3 Extra Byte - “EB”
	5.4.4.4 Bit-Timing Control [1..3] - “BTC[1..3]“
	5.4.4.5 (CAN) Node Number - “NNB”
	5.4.4.6 CAN Re-locatable ID Segment - “CRIS”
	5.4.4.7 Start (application) Address High & Low- “SA_H” & “SA_L”


	5.5 Signature
	5.5.1 Reading or Programming
	5.5.2 Erasing
	5.5.3 Limits

	5.6 Device Registers
	5.6.1 Reading or Programming
	5.6.2 Erasing
	5.6.3 Limits
	5.6.4 Device Registers Description
	5.6.4.1 CANBT[1..3] Registers



	6. CAN Protocol & ISP Commands
	6.1 CAN Frame Description
	6.2 CAN ISP Command Data Stream Protocol
	6.2.1 CAN ISP Command Description
	6.2.2 Communication Initialization

	6.3 CAN ISP Commands
	6.3.1 CAN Node Select
	6.3.1.1 CAN Node Select Requests from Host
	6.3.1.2 CAN Node Select Answers from Boot Loader

	6.3.2 Changing Memory / Page
	6.3.2.1 Changing Memory / Page Requests from Host
	6.3.2.2 Changing Memory / Page Answers from Boot Loader

	6.3.3 Reading / Blank Checking Memory
	6.3.3.1 Reading / Blank Checking Memory Requests from Host
	6.3.3.2 Reading / Blank Checking Memory Answers from Boot Loader

	6.3.4 Programming / Erasing Memory
	6.3.4.1 Programming / Erasing Memory Requests from Host
	6.3.4.2 Programming / Erasing Memory Answers from Boot Loader
	6.3.4.3 Programming Memory Examples

	6.3.5 Starting Application
	6.3.5.1 Starting Application Requests from Host
	6.3.5.2 Starting Application Answer from Boot Loader



	7. API - Application Programming Interface
	7.1 API Definition
	7.2 API Implementation
	7.3 Entry Point
	7.4 Routine Prototype

	8. Appendix A: #define’s
	8.1 Type Definition
	8.2 Processor Definition
	8.3 CAN Link Definition
	8.4 Boot Loader Definition
	8.5 Memory Definition
	8.6 CAN Protocol Definition

	9. Appendix B: CAN Protocol Summary


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


