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ABSTRACT

The emergence of the Internet of Things par-
adigm promises a multi-disciplinary revolution
covering different spheres of our daily lives. How-
ever, the ubiquitous nature of 10T requires inclu-
sive approaches in order to agree on a common
understanding about its implications. Particularly,
in order to unlock its huge potential and maxi-
mize its benefits, it is necessary to minimize the
risks that are associated with security and privacy
concerns. In this work, we pro-
pose a comprehensive architec-
tural design to capture the main
security and privacy require-

COMMUNICATIONS
STANDARDS

ferent IoT stakeholders (such as citizens, gov-
ernments, companies, or regulatory bodies) are
still reconciled. I0T security and privacy concerns
demand cross-disciplinary and multidisciplinary
approaches, which require efforts from differ-
ent areas in order to bring citizens into the loop.
Such requirements need to be tackled by holis-
tic and all-encompassing approaches to support
scenarios with a huge number of heterogeneous
devices (e.g., sensors, actuators, gateways, or
backend servers), while facing inherent challeng-
es related to flexibility, scalability, interoperabil-
ity, and lightness throughout the lifecycle of a
smart object.

In recent years, a huge number of worldwide
initiatives have been launched to provide a com-
mon understanding for promoting the design and
development of IoT services. In Europe, the Alli-
ance for Internet of Things Innovation (AIOTT)
was initiated by the European Commission in 2015
as an ambitious effort to support the dialog and
interaction among different IoT players in Europe.
Specifically, the “IoT standardization” working
group (WGO03) provides a comprehensive list of
IoT standards development organizations (SDOs)
and alliances, as a first step toward defining a com-
mon high level IoT architecture.! However, in spite
of these efforts, currently there is a lack of a unified
vision on security and privacy considerations in the
[oT paradigm, which embraces the whole lifecycle
of the smart objects that are making up the digital
landscape of the future.

Given the constant evolution of technolo-
gies and protocols that make up the IoT, in this
work we propose a high-level architecture that
abstracts from the underlying
technology for managing the
security and privacy concerns
during the lifecycle of a smart

ments during the lifecycle of a

smart object. The resulting architecture has been
designed, instantiated, and implemented within
the scope of different European IoT initiatives,
in order to promote the design and development
of secure and privacy-aware IoT-enabled services.

INTRODUCTION

Since the birth of the Internet, security and pri-
vacy have represented recurring concerns in the
design and development of new services and
applications. With the advent of the so called
Internet of Things (IoT) era [1], these issues
take a more important position due to the inclu-
sion of physical devices or things in the Internet
infrastructure. On the one hand, basic security
properties need to be ensured even in devices
that can be physically accessed and deployed in
uncontrolled environments. On the other hand,
the incessant and massive data exchange among
devices, which is promoted by the [oT, makes
people’s privacy more difficult to be preserved.
The IoT promotes global interconnectivity
through the application of recent wireless com-
munication technologies and pervasive com-
puting, turning things into real smart objects.
Therefore, we need to move from traditional
security and privacy enterprise-centric approach-
es and user-centric solutions. In this sense, our
objective must be oriented to a user-managed
smart object-centric view, while interests from dif-

object. The proposed design is
based on the Architectural Reference Model
(ARM) [2], derived from the IoT-A European
project in order to give a comprehensive view
of the inherent IoT security and privacy needs.
Furthermore, we describe an instantiation of the
proposed architecture (ARMY), including the
main deployment components and technologies
employed. This instantiation has been imple-
mented, deployed, and tested under the umbrella
of two European projects in the IoT area: Soclo-
Tal? and SMARTIE.?

SECURITY AND PRIVACY CONSIDERATIONS FOR
SMART OBJECTS' LIFECYCLE

The main purpose of this section is to motivate
the need for a holistic IoT security and privacy
architecture through an overview of the main
requirements that must be addressed during the
different stages of the smart objects’ lifecycle.
In this sense, ARMY’s approach follows the
smart object definition from [3], as “autonomous
physical/digital objects augmented with sensing,
processing, and network capabilities.” Moreover,
the interpretation of the lifecycle is based on
the definition of different stages that are gone
through by a smart object, from its manufactur-
ing until its decommissioning. Furthermore, we
discuss some of the major emerging approach-
es addressing these requirements, as well as the
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specific technologies used for ARMY’s instantia-
tion to cope with such needs during each stage of
the smart objects’ lifecycle.

BOOTSTRAPPING

Bootstrapping consists of a set of procedures by
which a smart object joins a network. During
bootstrapping, the cryptographic material stat-
ically configured in the manufacturer domain is
used to derive dynamic credentials and keys to be
used in the deployment domain. This stage rep-
resents an essential step before the smart object
can operate, in which the static cryptographic
material can be considered as the root identity to
derive keys and credentials for secure and pri-
vacy-preserving operation. Indeed, operational
security and privacy are jeopardized if bootstrap-
ping is not carried out securely by using suitable
and well known technologies. However, while
currently there is a wide range of approaches to
be used during bootstrapping, their application
to IoT environments is not straightforward. In
this sense, in addition to providing basic security
properties, the approach for bootstrapping of
smart objects should consider practical aspects of
IoT devices, such as lack of a user interface, as
well as a higher degree of scalability and flexibil-
ity, given the nature of the envisioned scenarios.

Under the IETF, in addition to Host Identity
Protocol Diet EXchange (HIP-DEX), the Protocol
for Carrying Authentication for Network Access
(PANA) (RFC 5191) is widely accepted as the main
candidate for security bootstrapping. Indeed, it is
being employed by the ZigBee Alliance and ETSI
TC SmartM2M, in conjunction with the Extensible
Authentication Protocol (EAP) (RFC 5247) and
transport layer security (TLS) (RFC 5246). How-
ever, despite being a mature technology, its appli-
cability to address future open environments with
millions of interconnected smart objects has not
been demonstrated. An emerging alternative within
the IETF uses the Constrained Application Proto-
col (CoAP) (RFC 7252) as the EAP lower-layer to
transport EAP packets for IoT bootstrapping [4].
CoAP is an application layer protocol specifically
designed to be used even in constrained devices
and networks. By using this approach, smart objects
could use the same protocol for bootstrapping and
operation. The high level of flexibility and lightness
makes this strategy a promising candidate for IoT
environments. Therefore, the ARMY instantiation
approach for bootstrapping considers the use of
CoAP-EAP to address the security aspects of this
stage.

REGISTRATION AND DISCOVERY

An essential feature for realizing the IoT is to pro-
vide an infrastructure that allows smart objects to
be addressable, named, and discovered by others.
First, a smart object must be identifiable through
the assignation and management of addresses/
identifiers. This identifier could be associated with
other attributes, such as manufacturer or hard-
ware features. Second, such an infrastructure must
provide a name resolution mechanism that allows
smart objects to be organized according to taxon-
omies or hierarchical classifications. In addition,
it should provide a registration/discovery pro-
cess that allows the specification of security and
privacy preferences to determine how an object

wants to be discovered (for example, showing only
a subset of its services) and by whom. This is an
additional and necessary level of access control
that should be considered for a controllable and
privacy-aware discovery process.

X.500 is the OSI directory standard defined
by the ISO and the ITU. It defines a hierarchical
data model with a set of protocols to allow global
name lookup and search. The Lightweight Direc-
tory Access Protocol (LDAP) (RFC 4510) was
developed by the IETF as an alternative, while it
also brings different issues related to its complexi-
ty to be implemented, and consequently, deployed
in IoT scenarios where scalability is an essential
feature. To address many of these concerns, the
handle system (HS) (RFC 3650) was designed to
offer efficient, extensible, and secure identifier
and resolution services for the Internet. HS is part
of the digital object architecture (DOA) and it is
considered by the ITU under ITU-T Recommen-
dation X.125. In HS, a digital object (DO) has a
machine-independent and platform-independent
structure that allows it to be identified, accessed,
and protected. The syntax of the DO is a set of
pairs (type, value) that can be hierarchic, provid-
ing descriptions and identifiers of other DOs in
its parameters. The HS represents an alternative
to well known resolution approaches, such as the
domain name system (DNS) (RFC 1034), by pro-
viding a higher degree of flexibility to enrich the
resolution infrastructure with security aspects. The
deployment of HS in IoT scenarios has already
been analyzed under the EU 10T6 project. Con-
sequently, ARMY instantiation for registration
and discovery stages (including lookup and name
resolution features) is based on the use of the HS.

OPERATION

During the operation stage, security and priva-
cy aspects can be considered at different levels
depending on the layer of the IoT protocol stack
[5]- However, given the high degree of flexibility
required, the application of security and priva-
cy mechanisms at higher layers is preferable, in
order to abstract from the details of underlying
lower layer technologies. In the IoT landscape,
CoAP is considered as the standard appli-
cation layer protocol, which defines a security
binding through the use of datagram transport
layer security (DTLS) (RFC 6347) for transport
layer security. For authorization purposes, while
OAuth 2.0 (RFC 6749) is widely deployed in
Web environments, its applicability in IoT envi-
ronments has not been demonstrated. In this
sense, the approach followed by ARMY is based
on the distributed capability-based access con-
trol (DCapBAC) model [6]. DCapBAC follows
a SPKI certificate theory (RFC 2693) approach
through the use of access tokens with similar
JSON web token (JWT (RFC 7519) semantics,
in which a set of access rights are bound to the
smart object’s public key. Additionally, the token
provides simple semantics to specify access con-
ditions to be verified locally by the smart object
being accessed. These conditions have been used
for the specification of a threshold trust value, as
part of our IoT trust and reputation model [7] to
cope with a broader range of security and privacy
aspects of ARMY’s functionality during opera-
tion. DCapBAC has been further integrated with

By using this approach,
smart objects could
use the same protocol
for bootstrapping and
operation. The high
level of flexibility and
lightness makes this
strategy a promising
candidate for [oT envi-
ronments. Therefore,
the ARMY instantiation
approach for boot-
strapping considers
the use of CoAP-EAP
to address the security
aspects of this stage.
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The constant evolution
oftheloT is resulting
ina disharmonized and
fragmented landscape
of technologies and
protocols. Conse-
quently, itis necessary
to define high-level
architectures able to
disengage from the
technical details, there-
by providing a common
understanding
of security and
privacy needs.

Lifecycle

stage Bootstrapping Registration/discovery Operation Management
Pair communication Group communication
ARMY CoAP-DTLS
instantiation~~~ _°AP AP bl i DCapBAC NGSI9/10 LM
Idemix CP-ABE

Trust model based on fuzzy logic

Table1l. ARMY instantiation technologies.

a policy-based access control mechanism based
on eXtensible Access Control Markup Language
(XACML) (OASIS standard). Besides the use of
CoAP-DTLS to transport access tokens, privacy
mechanisms have been instantiated through the
integration of DCapBAC with privacy-preserving
proof-of-possession techniques [8], such as iden-
tity-based encryption (IBE) [9] and anonymous
credential systems (Idemix [10]).

In IoT scenarios with a huge number of devic-
es, it is necessary to provide flexible mechanisms
that allow communication among groups of
smart objects that can be opportunistically cre-
ated, as well as a scalable mechanism to share
or outsource data, while end-to-end security is
preserved. In this sense, the ciphertext-policy
attribute-based encryption (CP-ABE) [11] cryp-
tographic scheme provides the ability to dynam-
ically define groups and subgroups of smart
objects according to different combinations of
identity attributes, without additional key man-
agement tasks. The application of CP-ABE for
IoT scenarios has already been analyzed in the
case of non-heavily constrained devices [8]. Fur-
thermore, it has been integrated with the OMA
next generation services interfaces 9/10 (OMA
NGSI-9/10) specification under the EU SocloTal
project to outsource encrypted data for groups
of devices.

MANAGEMENT

The implicit requirements from the inclusion of
constrained devices in the Internet infrastructure
demand the redesign of traditional network man-
agement protocols, to support self-management
and self-configuration capabilities in a broader
spectrum of 10T scenarios. New management pro-
tocols and solutions for IoT are required to be
scalable, extensible, distributed, and hierarchical,
providing support for the entire range of smart
objects. Moreover, they should support commu-
nication through lossy networks, by reducing mes-
sage size to be tailored to such environments, as
well as a high level of interoperability with already
established mechanisms. As for the operation
stage, security considerations are crucial to ensure
that management tasks are effectively performed.
In this sense, well known protocols such as the
Simple Network Management Protocol (SNMP)
(RFC 1157) or the Network Configuration Pro-
tocol (NETCONF) (RFC 6241) do not provide
sufficient flexibility, scalability, and lightness (e.g.,
regarding message size), and their data models are
not adapted for IoT scenarios. The CoAP Man-
agement Interface (CoMI), which is an emerging
initiative within the IETF, is an adaptation of the
RESTCONF protocol for constrained devices and
networks. It uses CoAP to access the management

data resources that are specified in Yet Another
Next Generation (YANG) (RFC 6020) and bina-
ry encoding. CoMI provides a lightweight design
to reduce message complexity and size. CoMI
security is based on mechanisms already avail-
able for CoAP, through the use of DTLS. Simi-
larly, OMA Lightweight M2M (OMA LWM2M)
from the Open Mobile Alliance, like CoMI, pro-
vides a RESTful device management service over
CoAP. Although CoMI can be considered as a
more interoperable approach since it reuses exist-
ing YANG data models, LWM2M is currently
a more mature solution, for which there already
exist open source implementations. Consequently,
ARMY instantiation for the management stage is
based on LWMZ2M, specifically through the use
of the IoT-agent software that is developed in the
scope of the FI-WARE EU initiative.

Finally, Table 1 summarizes, for each lifecycle
stage, the set of technologies that are adopted
to instantiate ARMY’s functionality, which is
described in the next section.

HOLISTIC SECURITY AND PRIVACY
10T ARCHITECTURE

The constant evolution of the IoT is resulting in a
disharmonized and fragmented landscape of tech-
nologies and protocols. Consequently, it is necessary
to define high-level architectures able to disengage
from the technical details, thereby providing a com-
mon understanding of security and privacy needs.
Toward this end, IoT-A was a large-scale European
project intended to define an architectural refer-
ence model (ARM) for a broader interoperability
among IoT systems. The set of results from IoT-A
include: a reference model (RM) to promote com-
mon understanding at high abstraction level; a refer-
ence architecture (RA) to describe essential building
blocks and build compliant IoT architectures; and a
set of best practices/guidelines to help in developing
an architecture based on the RA.

In particular, the RA provides several views
and perspectives focused on different architec-
tural aspects. Among these views, the functional
view, which is shown in Fig. 1, describes a set of
functional components (FC), which are organized
into nine functional groups (FG), as well as their
responsibilities and interfaces. Specifically, the
security FG is composed of five functional compo-
nents: authentication, authorization, identity man-
agement (IdM), key exchange and management
(KEM), and trust and reputation (T&R). How-
ever, while it provides basic security and privacy
functionality of an IoT system, it does not define
the interactions among these components or an
exhaustive set of specific technologies to instanti-
ate this functionality. Based on the functional view
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Figure 1. ToT-A functional view.

from RA and the different stages of the smart
objects’ lifecycle derived from [12], the proposed
architecture (ARMY) represents an extension of
the security FG, and an instantiation by defining
the main interactions among the identified FCs.

This extension is based on the inclusion of two
additional FCs: context manager and group man-
ager, which complement the functionality of the
other FCs that are already proposed by the security
FG. The context manager aims to realize the vision
of an adaptive security and privacy to the current
context conditions in which the smart object oper-
ates [13]. Its main functionality is to reason about
contextual information being perceived by a smart
object from its surrounding environment, so other
security FCs are able to adapt their behavior based
on it. It is meant to be instantiated by data analy-
sis techniques or simple rule-based mechanisms in
case of more constrained smart objects. The group
manager is designed to deal with security and priva-
cy concerns when information needs to be shared
or outsourced with a group of smart objects. It is
intended to be implemented through the applica-
tion of attribute-based cryptographic techniques,
and deployed on smart objects participating in sce-
narios where publish/subscribe or multicast com-
munications are required.

In order to describe the functionality of the
architecture components, and for the sake of clari-
ty, we adopt a producer/consumer approach, where
smart objects act as information producers and
consumers. While it is assumed that a smart object
will act as data producer and consumer through-
out its lifecycle, we consider these two roles to fur-
ther the understanding of ARMY’s functionality.
The description of the relationship among com-
ponents is based on the existence of an infrastruc-
ture level, assembling the set of elements (e.g.,
gateways or backend servers) that are required
to support secure and privacy-aware interactions

among smart objects. It should be noted that
ARMY is intended to describe the functional-
ity and interactions only among security FCs to
address security and privacy requirements during
a smart object’s lifecycle. This is complementary
to other interactions required among FGs to real-
ize a particular use case or scenario. Furthermore,
it is abstracted from underlying technologies, so
the same FC can be instantiated by a different
technology (or implementing different aspects of
the same technology), depending on whether that
FC is instantiated at the infrastructure (e.g., with-
in a gateway) or smart object level.

Figure 2 shows the required interactions during
the bootstrapping and registration/discovery stag-
es. Indeed, the smart objects lifecycle begins when
it is installed and then commissioned during boot-
strapping. For this stage, we claim the need of
statically configured cryptographic material to
enable smart objects to join securely in a specific
deployment domain. Such a credential could be
embedded by the manufacturer, and considered
as the root identity for bootstrapping. By using its
root identity (1.1, 1.2), the smart object is com-
missioned and connected to the network, which
implies an authentication (1.3) and authorization
(1.4) process. As a result of a successful boot-
strapping, it obtains some cryptographic material
(denoted as domain identity (1.5)). This credential,
along with the root identity, make up the complete
identity of the smart object. The domain identity
allows the smart object to be identified within the
domain for subsequent processes, and it is associ-
ated with additional attributes that are specific to
the deployment domain, such as the owner, which
can be used for management tasks.

Afterward, the smart object is also regis-
tered to be discovered by other smart objects.
This functionality is already considered by the
IoT-A project through the IoT service resolu-
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Figure2. ARMY bootstrapping and registration/discovery interactions.

tion FC, within the IoT service FG, by providing
lookup, resolution, and discovery functionality.
For this purpose, the smart objects makes use
of their domain identity (2.1, 2.2) to be authen-
ticated (2.3) and authorized (2.4). If successful,
the smart object is registered (2.5). Furthermore,
during this stage, other cryptographic material
is derived (provisioning) to be employed by the
smart object when operating, such as group keys
(2.6) and anonymous credentials (2.7) associated
with the complete identity’s attributes, which are
previously demonstrated.

During the discovery stage, a smart object
(consumer) tries to discover the services being
provided by another device (producer). This stage
also requires authentication (3.3) and authori-
zation procedures (3.4) to determine whether a
legitimate smart object is authorized to find that
service. The authentication can be performed
through the use of the domain identity, or by con-
sidering privacy concerns of the consumer through
the use of a partial identity (3.1, 3.2) (as a subset
of its identity attributes from the complete identi-
ty), derived from the anonymous credential.

A smart object can get into operation provid-
ing the services for which it was manufactured, or
into the management stage. The required inter-
actions among functional components are shown
in Fig. 3. For operation, we consider two cases in
which communication is either between two smart
objects, or involving a group of them. The main
reason for this distinction is the need to consider
different encryption techniques depending on the
case being contemplated. For the operation-pair
case, a smart object (consumer) tries to get a cre-
dential to perform a specific action over the discov-
ered smart object (producer). To this aim, it uses
either its complete identity (by which it is unequiv-

ocally identified), or a partial identity (4.2, 4.3),
which is selected according to its context informa-
tion in order to preserve its privacy (4.1). Once it is
authenticated (4.4, 4.5), the demonstrated identity
attributes are used to launch an authorization pro-
cess. If successful, an authorization token is gener-
ated (4.6) and given to the smart object (4.7).

Afterward, the consumer smart object is
authenticated against the producer, which
requires a process similar to the interactions pre-
viously described (4.8-4.10). If authentication is
successful, the smart object consumer uses the
authorization token (4.11, 4.12) to get access to
a service being hosted by the producer. Then,
the producer evaluates this token by consider-
ing additional information, such as context data
(4.13) or trust and reputation scores (4.14, 4.15)
associated with the requesting smart object for a
more fine-grained access control. Furthermore,
the consumer assesses the quality of the service
provided by the producer (4.16), so later on it
can get trust scores associated with the consumer
when roles are interchanged.

The notion of group in ARMY is realized
by the association of identity attributes to cryp-
tographic group keys, which are obtained during
the registration and provisioning stage. This func-
tionality is carried out by the group manager FC,
which is responsible for encrypting and decrypting
outsourced data. Thus, for the operation-group
case, a smart object (producer) makes a piece of
data available to a group of (consumers) smart
objects. For this purpose, it encrypts such infor-
mation by using its group key (5.1), and selecting
the set of identity attributes that must be satis-
fied by the consumer smart objects in order to
access the outsourced information. These attri-
butes are selected depending on the context being
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Figure 3. ARMY operation and management interactions.

detected (5.2), enabling the creation of dynamic
groups of smart objects. When encrypted data are
outsourced (5.3) and received by consumer smart
objects, they try to decrypt this information by
using their corresponding group key (5.4).

A smart object can be managed, either direct-
ly by another smart object, or more commonly,
by the infrastructure layer (as shown in Fig. 3).
The management stage implies an authentica-
tion and authorization process (6.2, 6.3), so only
legitimate and authorized users (i.e., the smart
object’s owner (6.1)) are able to perform the
main management tasks of the smart object. An
exhaustive set of these tasks is already provided
by the management FG from IoT-A, so ARMY
functionality is intended to complement them
with security aspects. Finally, the smart object
can be decommissioned (or recommissioned),
through appropriate revocation procedures.

ARMY INSTANTIATION AND DEPLOYMENT

The instantiation and deployment of ARMY has
been primarily driven by two European projects,
SocloTal and SMARTIE, whose overall goal is
the application of secure and privacy-preserving
mechanisms to different IoT use cases and sce-
narios. ARMY has been instantiated in the scope

of both projects, through the definition of sever-
al deployment components that instantiate and
implement the functionality provided by the dif-
ferent FCs of the proposed architecture. Table 2
summarizes which FCs are instantiated for each
deployment component. It should be pointed out
that authentication and KEM FCs are instantiat-
ed by the whole set of deployment components
(including smart objects), since they provide basic
functionality for establishing authenticated com-
munications among them. Furthermore, given the
heterogeneity of IoT devices, the instantiation
of certain FCs is denoted as “optional” (O). For
example, while group manager and T&R FCs can
be instantiated directly in certain IoT devices, they
may also be partially instantiated by other infra-
structure components (i.e., gateway T&R service)
in the case of more resource-constrained devices.
Figure 4 shows the interactions between
deployment components and smart objects, to
accomplish ARMY’s functionality for each stage
of the life cycle. In this representation, an IoT
domain encompasses a local IoT-enabled envi-
ronment (e.g., a smart building) as part of a more
global ecosystem (e.g., a smart city). The device
layer consists of the set of heterogeneous devic-
es (or things) composing an IoT environment.
Following IoT-A notation, a device may be com-

The instantiation and
deployment of ARMY
has been primarily
driven by two
European projects:
SocloTaland SMARTIE,
whose overall goal
is the application of
secure and priva-
Cy-preserving mech-
anisms to different
loT use cases and
scenarios.
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Table2. ARMY components instantiation.

posed of sensors, actuators, or tags, as well as
other devices. The 0T services layer, while being
part of the IoT domain, is considered part of the
infrastructure level and consists of deployment
components that support devices in managing
security and privacy aspects within the domain.

For the sake of clarity, let us consider two
domains where a smart object producer in IoT
Domain A, and a consumer within IoT Domain
B, are intended to interact with each other. Fol-
lowing the lifecycle stages, the producer initi-
ates a bootstrapping process by which it contacts
the gateway to join securely in IoT Domain A.
Optionally, this process may require addition-
al interaction (dotted line) with the authentica-
tion service to authenticate the identity provided
by the smart object. As a result of a successful
bootstrapping, the producer obtains a domain
identity, which is registered in the local resolution
service, and then in the global resolution service to
make this smart object globally available.

As already mentioned, the root identity and
the domain identity make up the complete identi-
ty of the smart object. Then, during provisioning,
the producer tries to get an anonymous creden-
tial and a group key associated with its complete
identity. This process requires the interaction with
two infrastructure components; the attribute key
issuer, which has been implemented to generate
and deliver CP-ABE keys, and the anonymous cre-
dential issuer, instantiated as an Idemix issuer gen-
erating credentials associated with such attributes.
Also, the object can be managed by its owner
through the management server by using LWM2M.

From the consumer side, the discovery pro-
cess is performed through the local resolution
service and the global resolution service. Then,
to operate with the discovered device, it tries
to get an authorization token by contacting the
authorization service that is responsible for eval-
uating XACML policies, and generating DCap-
BAC tokens in case of a successful authorization.
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Furthermore, the authentication process has
been implemented by considering traditional
approaches (through the use of certificates as
the complete identity), as well as privacy-pre-
serving techniques (employing a partial identi-
ty) [8]. For the latter, the consumer contacts the
authorization service using a partial identity (a
cryptographic proof of certain identity attributes)
through the use of Idemix. Then, the token is
bound to a pseudonym that is proved to the pro-
ducer, which acts as an Idemix verifier and eval-
uates the token. In addition, it queries the trust
service to get the trust value associated to the
consumer. This service is built on the trust model
based on fuzzy logic presented in [7].

Finally, group communication is implemented
by using CP-ABE, which has been deployed on
non-heavily constrained devices, to communicate
context information to groups of devices. Spe-
cifically, this has been developed in the scope of
the SocloTal project by integrating these devices
through OMA NGSI-9/10 with the context bro-
ker (implementing a publish/subscribe model) of
the European initiative FI-WARE. The result-
ing mechanism is intended to provide a flexible
encryption approach for highly uncoupled envi-
ronments with a huge number of devices.

The integration of these components and
technologies represents an instantiation of the
main ARMY functionality. However, it should
be noted that the proposed architecture can be
instantiated by other initiatives or technologies
tailored to specific IoT scenarios or use cases,
where security and privacy must be preserved.

CONCLUSIONS

In a hyper-connected world, we claim that secu-
rity and privacy are a must, which requires strin-
gent efforts from different disciplines and IoT
stakeholders to achieve a unified view about
their requirements, including incentives to make
the society aware of the associated risks. In this
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Figure 4. Proposed ARMY deployment.

work, we proposed a high-level architecture in
order to note some of the major security and pri-
vacy needs to be managed during the lifecycle of
smart objects. This architecture has already been
instantiated and deployed under the umbrella of
two European initiatives, and it is intended to
be considered by other specific IoT architectures
and deployments where security and privacy are
required. This instantiation has been driven by
the design and development of different secu-
rity and privacy mechanisms. In this sense, our
ongoing work is focused on the extension of such
mechanisms to devices with strong resource con-
straints. This trend has recently sparked great
interest from the IETF with the establishment
of different working groups. Additionally, the
application of appropriate revocation procedures
is currently a key challenge to cover the whole
spectrum of security and privacy needs through-
out all the lifecycle stages of smart objects.
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